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Position Summary

Under the general direction of the Deputy Fire Chief, the Information Technology (IT) Specialist performs skilled technical work to support, maintain, and troubleshoot the Missoula Rural Fire District’s (District) information systems, hardware, software, and network resources. The position configures and maintains equipment, implements solutions selected by District leadership, and provides day-to-day technical assistance to end users. Work is performed following established procedures, District policies, and industry best practices. 

Supervision Exercised

This position does not supervise other employees.

Essential Duties and Responsibilities (This description is illustrative and not all-inclusive.)

· Acquires, configures, installs, and tests system software and components.
· Resolves technical problems such as repair/replacement of parts, debugging, etc.
· Installs and configures wireless networking equipment.
· Administers network and data security, including active directory, group policy, firewalls, virus protection, and email security.
· Administers a Microsoft Domain/Microsoft 365 environment requiring in-depth knowledge of user and group maintenance, and licensing requirements.
· Thorough competency configuring and maintaining physical Microsoft Hypervisor Hosts and supported Virtual Machine servers.
· Configures and maintains SonicWall firewalls, VPNs, and Remote Access protocols.
· Sets up workstations with computers and necessary peripheral devices.
· Orients new users and employees to hardware and software.
· Performs system maintenance tasks, such as system updates, back-up, recovery, and file maintenance to promote uptime, efficient performance, and timely disaster recovery.
· Maintains documentation of IT infrastructure and troubleshooting procedures.
· Responds to end-user requests for technical assistance, both on site and remotely.
· Utilizes telephone, email, and ticketing system to troubleshoot and resolve computer, application, system, device, access, or performance issues in a multi-site environment.
· Assists with District website maintenance and updates.
· Documents overall IT environment and specific configuration for future reference/standardization.
· Maintains documentation of software and hardware procedures and maintains records/logs of repair, fixes, and maintenance schedules.
· Assists supervisor by supplying pricing, equipment specifications, and vendor quotes for use in the District’s budgeting process.
· Assists in implementing District information technology procedures and follows established policies when performing technical duties. 
· Provides technical input to supervisor when updates or revisions to IT procedures are being considered.
· Provides technical information and cost data to supervisor for planned computer, network, or software projects. 
· Operates a District vehicle.
· Coordinates with the District’s Managed Services Provider (MSP) to resolve escalated technical issues and ensure consistent implementation of established technological practices.
· Performs other duties as assigned.

Knowledge, Skills, and Abilities

Knowledge of:

· Microsoft operating systems and applications.
· Computer networking principles and practices.
· Integration and use of Apple iOS devices.
· End-point computers including desktops, laptops, tablets, and mobile data terminals.
· Computer peripherals such as monitors, printers, and related hardware.
· Server environments, including rack-mounted hardware hosting Microsoft Hypervisor virtual machines.
· Network switches, firewalls, routers, and related network infrastructure.
· Internet security concepts, cybersecurity practices, and data-privacy best practices.

Skills in:

· Configuration, operation, and troubleshooting of hybrid on-premises/cloud-based domain control and file storage environment.
· Setting up, configuring, and diagnosing network segments, including both WAN and LAN environments.
· Installing, configuring, and troubleshooting hardware, software, and peripheral devices.
· Identifying and resolving technical problems in a logical, methodical manner.
· Providing clear, effective technical support to end users.

Ability to:

· Prioritize and shift between tasks in a dynamic work environment while following established procedures and supervisory direction.
· Adapt to changing work demands and handle multiple concurrent technical issues.
· Communicate technical information clearly to users with varying levels of technical knowledge.
· Maintain accurate records, documentation, and logs related to IT systems and troubleshooting activities.
· Maintain confidential records and demonstrate reliability.



Minimum Qualifications

· High school diploma or equivalent.
· Experience configuring and managing Microsoft 365 components to include MS 365 Admin Center to add/remove users and licenses and manage exchange email services.
· Experience in the use of Microsoft products to include Outlook, Word, Excel, Teams, Publisher, and PowerPoint.  
· Experience in the use of SharePoint.
· Experience configuring and managing internet security using SonicWall firewall/routers to monitor and interpret internet traffic, configure VPNs and tunnels, configure content filtering, and diagnose problems.
· Experience in Microsoft Domain Management, including Active Directory and multi-factor authentication.
· Experience in Virtualized Infrastructure Environment, Microsoft Hypervisor and virtual machine setup, configuration, management, replication, and backup.
· Excellent written and verbal communication skills, and the ability to provide technical guidance to users in a clear and supportive manner.
· Valid driver’s license and proof of eligibility for U.S. employment.

Preferred Qualifications

· Bachelor’s degree in computer science, information system, or related field.
· Five years previous experience in an information technology management role.
· Experience with Vector Solutions or other learning management software for online training, certification tracking, and inventory control.
· Experience with Tyler Technologies New World series including computer aided dispatch (CAD) and Fire Records. 
· Experience with ImageTrend, or other emergency services records management system (RMS) software.
· Experience with US Digital Designs/Phoenix G2 station alerting hardware and software.
· Experience with IT Helpdesk software such as Datto Remote Monitoring and Management and/or ConnectWise ticketing system.

Physical Demands and Working Conditions

The physical demands and work environment conditions described here are representative of those an employee encounters while performing the essential duties and responsibilities of this job. Reasonable accommodations may be made to enable individuals with disabilities to perform the essential functions.

· Frequently sedentary and administrative work in an office environment. 
· Sitting, repetitive hand motion (such as typing), listening, talking, walking, standing, bending, and carrying of items such as papers, computers and associated components, books, and boxes of no more than 25 pounds may be required.
· Exercise flexibility shifting from one task to another. 
· Occasionally walking outdoors in varying weather conditions.
· Regular computer work for at least 6 hours per day.

